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Demo-Setup

PC (Debian Linux)

Screen

GPU: 
• NVIDIA GeForce RTX  3060 Ti 

(2020)
• 8GB VRAM
CPU: 
• 32GB RAM

Open WebUI IDE mit Continue-Erweiterung 
(Visual Studio Code und 

PyCharm)

Stable Diffusion web UI

v1.5 (10/2022)
v2.0 (11/2022)
v2.1 (12/2022)Llama3.1:8B (textual model) 

LLaVA:7B (multimodal model) 
Nomic-embed-text (embedding 
model)

Ollama

Chatbot 
(Jailbreak, Prompt 

Injection, RAG)

Bilder generieren 
(Stable Diffusion)

Programmierassistent 
(Continue)Anwendungen



LLM Leaderboard: https://klu.ai/llm-leaderboard 

MODEL Ø
MMLU GPQA MMMU HELLASWAG BBHARD HUMANEVAL GSM8K MATH

KNOWLEDGE EXPERT VISION CONTEXT REASONING CODING K6 MATH UNI MATH

1 Claude 3.5 Sonnet 82.25% 88.70% 59.4% 68.3% 89% 93.10% 92% 96.40% 71.10%

2 GPT-4o 81.69% 88.70% 53.6% 69.1% 94.20% 91.30% 90.20% 89.80% 76.60%

3 GPT-4 Turbo 79.10% 86.50% 48.0% 63.1% 94.20% 87.60% 90.20% 91% 72.20%

4 Llama 3.1 405B 79.01% 88.60% 51.1% — 87% 81.3% 89% 96.80% 73.80%

5 Mistral Large 2 78.80% 84% 35.1% — 89.20% 87.30% 92% 93% 71%

6 Claude 3 Opus 77.35% 86.80% 50.4% 59.4% 95.40% 86.80% 84.90% 95% 60.10%

7 Llama 3.1 70B 75.65% 86% 46.7% — 87% 81.30% 80.50% 95.10% 68.0%

8 Gemini 1.5 Pro 73.61% 81.90% 46.2% 62.2% 92.50% 84% 71.90% 91.70% 58.50%

…

14 Llama 3.1 8B 64.29% 73.0% 32.8% — 74.20% 61% 72.60% 84.50% 51.90%

Bester Wert,        < 5% Abweichung vom besten Wert

https://klu.ai/llm-leaderboard
https://klu.ai/glossary/mmlu-eval
https://klu.ai/glossary/gpqa-eval
https://klu.ai/glossary/mmmu-eval
https://klu.ai/glossary/hellaswag-eval
https://klu.ai/glossary/bbhard-eval
https://klu.ai/glossary/humaneval-benchmark
https://klu.ai/glossary/GSM8K-eval
https://klu.ai/glossary/math-eval


▪ Jailbreak: Umgehung der integrierten Sicherheitsfilter des Modells.

− Beispiel:  «In the past» Angriff

▪ Prompt Injection: Manipulations des Modells durch die Verknüpfung 

von nicht vertrauenswürdigen mit vertrauenswürdigen Eingaben.

Jailbreak vs. Prompt Injection



▪ Kontext-Erweiterung durch Plugins mit unterschiedlichen Quellen

− aktuelle Informationen

− Sensordaten

− Websuche

− Youtube-Videos

− Unternehmenswissen

− Standards

− Interne Dokumente

Retrieval Augmented Generation (RAG)



Stable Diffusion  1.5 (10/2022)

Prompt: realistic, young, 
(((1man))), …, (red hair:1.3), 
(((blue hat:1.5))), …

Prompt: realistic, young, (((1woman))), dynamic pose, 
(business suit:1.25), (raised eyebrows:1.2), (flustered:1.2) 
(upturned eyes:1.2), (blue eyes:1.2), (looking up:1.2), looking 
at viewer, (detailed face+eyes:1.2), (blonde hair:1.3), (detailed 
corporate office setting:1.2), sharp, detailed, sunlight, window, 
(smooth body:1.3), (((photo))), (((picture))), (((full face 
visible))), (((hat:1.5))), (((sitting on chair)))

+img2img

VRAM: 6.2 GB (80%)
Zeit: 19s

VRAM: 6.2 GB (80%)
Zeit: 17s
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