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Federated Identity
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Source: https://www.bingegauge.com/fix-cant-login-reset-spotify-password/

Delegated Authorization
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Security Assertion 
Markup Language 
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OpenID OAuth OpenID
Connect
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V1.0 V1.1 V2.0 V1.0 V1.1 V2.0 V1.0 V2.0 V1.0

Organization for the 
Advancement of Structured

Information Standards 
(OASIS)

Internet Engineering
Task Force 

(IETF)

OpenID Foundation 
(OIDF)



SAML 2.0
(Authorization & Authentication Framework)
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HTTP

OAuth 2.0
(Authorization Framework)

OpenID Connect
(Authentication Framework)

Profile
defines a specific use case

Protocol
defines the XML-messages and 

their processing rules

Bindings
specify encoding and exchange 

of the XML-messages

Assertions
• Statements
• Conditions

Authorization Framework (RFC 6749)
• Authorization Code Flow (confidential clients)
• Implicit Flow (public clients)
• Resource Owner Password Credentials Flow
• Client Credentials Flow

Extensions

Core
• ID Token
• Authorization Code Flow
• Implicit Flow
• Hybrid Flow

Extensions

Spezifikationen



Liste der Spezifikationen
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OAuth 2.0

RFC 6749 The OAuth 2.0 Authorization Framework

RFC 6750 The OAuth 2.0 Authorization Framework: Bearer Token Usage

RFC 6819 OAuth 2.0 Threat Model and Security Considerations

RFC 7009 OAuth 2.0 Token Revocation

RFC 7521 Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants

RFC 7522
Security Assertion Markup Language (SAML) 2.0 Profile for OAuth 2.0 Client Authentication 
and Authorization Grants

RFC 7523 JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants

RFC 7591 OAuth 2.0 Dynamic Client Registration Protocol

RFC 7592 OAuth 2.0 Dynamic Client Registration Management Protocol

RFC 7635 Session Traversal Utilities for NAT (STUN) Extension for Third-Party Authorization

RFC 7636 Proof Key for Code Exchange by OAuth Public Clients

RFC 7662 OAuth 2.0 Token Introspection

RFC 8252 OAuth 2.0 for Native Apps

RFC 8414 OAuth 2.0 Authorization Server Metadata

RFC 8628 OAuth 2.0 Device Authorization Grant

RFC 8693 OAuth 2.0 Token Exchange

RFC 8705 OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access Tokens

RFC 8707 Resource Indicators for OAuth 2.0

RFC 9068 JSON Web Token (JWT) Profile for OAuth 2.0 Access Tokens

RFC 9101 The OAuth 2.0 Authorization Framework: JWT-Secured Authorization Request (JAR)

RFC 9126 OAuth 2.0 Pushed Authorization Requests

RFC 9207 OAuth 2.0 Authorization Server Issuer Identification

OpenID Connect

Core

Discovery

Dynamic Registration

OAuth 2.0 Multiple Response Types

OAuth 2.0 Form Post Response Mode

RP-Initiated Logout

Session Management

Front-Channel Logout

Back-Channel Logout

OpenID Connect Federation

Initiating User Registration via OpenID Connect

SAML 2.0

Assertions and Protocols (Core)

Bindings

Profiles

Metadata

Authentication Context

Conformance Requirements

Security and Privacy Considerations

Glossary

Metadata Profile for the OASIS Security Assertion Markup Language (SAML) V1.x

Metadata Extension for SAML V2.0 and V1.x Query Requesters

SAML V2.0 Metadata Interoperability Profile

SAML V2.0 Metadata Extensions for Login and Discovery User Interface

http://www.rfc-editor.org/info/rfc6749
http://www.rfc-editor.org/info/rfc6750
http://www.rfc-editor.org/info/rfc6819
http://www.rfc-editor.org/info/rfc7009
http://www.rfc-editor.org/info/rfc7521
http://www.rfc-editor.org/info/rfc7522
http://www.rfc-editor.org/info/rfc7523
http://www.rfc-editor.org/info/rfc7591
http://www.rfc-editor.org/info/rfc7592
http://www.rfc-editor.org/info/rfc7635
http://www.rfc-editor.org/info/rfc7662
http://www.rfc-editor.org/info/rfc8252
http://www.rfc-editor.org/info/rfc8414
http://www.rfc-editor.org/info/rfc8628
http://www.rfc-editor.org/info/rfc8693
http://www.rfc-editor.org/info/rfc8705
http://www.rfc-editor.org/info/rfc8707
http://www.rfc-editor.org/info/rfc9068
http://www.rfc-editor.org/info/rfc9101
http://www.rfc-editor.org/info/rfc9126
http://www.rfc-editor.org/info/rfc9207
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-registration-1_0.html
https://openid.net/specs/oauth-v2-multiple-response-types-1_0.html
https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html
https://openid.net/specs/openid-connect-rpinitiated-1_0.html
https://openid.net/specs/openid-connect-session-1_0.html
https://openid.net/specs/openid-connect-frontchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
https://openid.net/specs/openid-connect-federation-1_0.html
https://openid.net/specs/openid-connect-prompt-create-1_0.html
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-conformance-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-sec-consider-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-glossary-2.0-os.pdf
https://wiki.oasis-open.org/security/SstcSaml1xMetadata
https://wiki.oasis-open.org/security/SstcSamlMetadataExtQuery
https://wiki.oasis-open.org/security/SAML2MetadataIOP
https://wiki.oasis-open.org/security/SAML2MetadataUI


OAuth 2.0: Authorization Code Flow
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OAuth 2.0: Implicit Flow
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OAuth 2.0: Resource Owner Password Credentials Flow
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OAuth 2.0: Client Credentials Flow



OpenID Connect: Authorization Code Flow
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OpenID Connect: Implicit Flow
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OpenID Connect: Hybrid Flow



SAML 2.0: Web Browser SSO Profile &
Enhanced Client or Proxy (ECP) Profile
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OAuth 2.0 OpenID Connect SAML 2.0
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Confidential Clients ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

Public Clients ⛔ ✅ ✅ ⛔ ⛔ ✅ ⛔ n/a n/a

Token Signatur ☐ ☐ ☐ ☐ ✅ ✅ ✅ ☐ ☐

Verschlüsselung ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐

Self-Contained Token ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

Opaque Token ✅ ✅ ✅ ✅ ✅ ✅ ✅ ☐ ☐

User Agent Client Authorization Server

User Agent Relying Party OpenID Provider

User Agent Service Provider Identity Provider
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Framework-Vergleich (1/2)

✅= Pflicht, ☐ = optional, ⛔ = nicht unterstützt, n/a = nicht anwendbar



OAuth 2.0 OpenID Connect SAML 2.0
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Replay-Schutz ⛔ ⛔ ⛔ ⛔ ☐ ✅ ☐ ✅ ✅

Netzwerkverschlüsselung ✅ ✅ ✅ ✅ ✅ ✅ ✅ ☐ ☐

Client-Authentifizierung ✅ ⛔ ⛔ ✅ ✅ ⛔ ✅ ☐ ✅

Schutz der Daten 
im User Agent

Autorisierungsanfrage 
(Integrität)

☐ ☐ n/a n/a ☐ ☐ ☐ ☐ n/a

Zugangsdaten 
(Vertraulichkeit)

✅ ⛔ n/a n/a ✅ ⛔ ✅ ☐ n/a

User Agent Client Authorization Server

User Agent Relying Party OpenID Provider

User Agent Service Provider Identity Provider
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Framework-Vergleich (2/2)

✅= Pflicht, ☐ = optional, ⛔ = nicht unterstützt, n/a = nicht anwendbar



Fazit

▪ Protokolle geben die Struktur und Mindestanforderungen vor für die 

Integration heterogener Systeme.

▪ Sicherheitseigenschaften (Tokenqualität, TLS,…) sind stark abhängig von 

der Umsetzung.

▪ Alle 3 Frameworks erlauben es sichere Systeme zu implementieren.
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Quelle: coop.ch

Quelle: Wikipedia, Lizenz: CC BY-SA

https://www.coop.ch/de/lebensmittel/vorraete/essig-oel/essig/essig-spezialitaeten/prix-garantie-tafelessig/p/3530971
https://it.wikipedia.org/wiki/Aceto_balsamico?previous=yes#/media/File:Aceto-balsamicodi-modena-special-edition.png
https://creativecommons.org/licenses/by-sa/4.0


Quellen Framework-Vergleich

Thema Titel

OAuth 2.0 RFC 6749: The OAuth 2.0 Authorization Framework (2012)

RFC 6750: The OAuth 2.0 Authorization Framework: Bearer Token Usage (2012)

RFC 6819: OAuth 2.0 Threat Model and Security Considerations (2013)

RFC 7636: Proof Key for Code Exchange by OAuth Public Clients (2015)

RFC 9126: OAuth 2.0 Pushed Authorization Requests (2021)

OIDC OpenID Connect Core 1.0 incorporating errata set 1 (2014)

OpenID Connect Front-Channel Logout 1.0 – draft 06 (2022)

SAML 2.0 OASIS Standard: Assertions and Protocols for the OASIS Security Assertion Markup Language 
(SAML) V2.0 (2005)

OASIS Standard: Bindings for the OASIS Security Assertion Markup Language (SAML) V2.0 (2005)

OASIS Standard: Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0 (2005)
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