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JIRA Anbindung an Azure AD

= Demo
— (Plugin-) Konfiguration im JIRA
— Konfiguration im Azure AD

— Ablauf Login

Burp Project Intruder Repeater Window Help Burp Suite Professional v2022.8.2 - JIRA_to_AAD - lice|

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User option:

Intercept HTTP history WebSockets history Options

Filter: Showing all items

# Host Method URL Comment

103 https://pv-test.cnlab.ch GET /plugins/serviet/no.kantega.kerberosauth.kerberosauth-plugin/callback?code=0.ATAA_fkDdQP-cU... Redirect to JIRA with Auth Code

102 hitps:/Aogin.microsoftonl... POST  /7503f5fd-fe03-4e71-8752-5577da5480bd/login Login to AAD
84 nttps:/Mogin.microsoftonl... GET /750319fd-fe03-4e71-8752-5577da5480bd/oauth2/v2.0/authorize?redirect_uri=https%3A%2F%2Fpv-... Auth Request to AAD

a3 https://pv-test.cnlab.ch GET /plugins/serviet/no.kantega.saml/sp/aF7u7dd7e3dftziAoPdR/login Start Login to JIRA



JIRA Anbindung an Azure AD
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JIRA Login via Azure AD und AFDS

= Demo

— Ablauf Login

Burp Project Intruder Repeater

Window Help

Burp Suite Professional v2022.8.3 - JIRA_with_ADFS_Dr.Test - licensec

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Project options User options Learn JSON Web Tokens
Intercept HTTP history WebSockets history Options
No proxy listeners are currently running
Filter: Showing all items
Host Method URL Comment
71 https://pv-test.cnlab.ch GET / Login complete
70 https://pv-test.cnlab.ch GET /plugins/serviet/no.kantega.kerberosauth.kerberosauth-plugin/callback?code=0.ATAA_fkDdQP-cUBHUIV3I2ISAVEIPSw2Ir-FHvOWw... Access to JIRA
69 https:/Mlogin.microsoftonline.com POST /7503f9fd-fe03-4e71-8752-5577da5480bd/Consent/Set Issue Auth Code, Redirect to JIRA
61 https://login.microsoftonline.com POST JNogin.srf Access to AAD
60 https://adfs.cnlab.ch GET fadfs/Is/?client-request-id=alaf3bf8-cfad-438b-84d6-6e1d03beb647T&wa=wsigninl.0&wtrealm=urn%3afederation®3aMicrosoft... Issue SAML-Token, redirect to AAD
59 https://adfs.cnlab.ch POST /adfs/ls/?dient-request-id=alaf3bf8-dfad-438b-84d6-6e1d03be8647 &wa=wsignin1.0&wtrealm=urn?3afederation®:3aMicrosoft... Loginto ADFS
54 https://adfs.cnlab.ch GET /adfs/ls/?dient-request-id=alaf3bf8-cfad-438b-84d6-6e1d03be8647&wa=wsignin1.0&wtrealm=urn%3afederation®3aMicrosoft... Access ADFS
52 https://login.microsoftonline.com POST /common/GetCredentialType?mkt=de Post Username, redirect to ADFS
38 https://login.microsoftonline.com GET /7503f9fd-fe03-4e71-8752-5577da5480bd/oauth2/v2.0/authorizeredirect_uri= https%3A%2F%2Fpv-test.cnlab.ch?2Fplugins®2Fs... Access AAD Login Page
37 https://pv-test.cnlab.ch GET Start Login, Redirect to AAD

https://pv-test.cnlab.ch

/plugins/serviet/no.kantega.saml/sp/aF7u7dd7e3dftziAoPdR/login

Initial access to JIRA



JIRA Anmeldung via Azure AD und AFDS

Browser - Azure AD ADFS
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