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Azure Information Protection für Office 365 (AIP)

Azure Information Protection für Office 365 ist die cloudbasierte Lösung von 

Active Directory Rights Management Services (ADRMS).

• Information Rights Management 

• Office 365 Message Encryption
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AIP Tenant key topology

• Tenant Key = Key Encryption Key (KEK)

• DEK= Document Encryption Key

• Cloud Key

• Manged by Microsoft

• Bring your own key (BYOK)

• Hold your own key (HYOK)
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Tenant key: Cloud Key
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Microsoft Cloud Services:
• Malwarescan
• Indexierung
• DLP

Cloud Key:
• Manged by Microsoft
• BYOK



Tenant key: Hold your own key
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Office Document Encryption
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Office Document Encryption
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Unverschlüsseltes Dokument

Verschlüsseltes Dokument



AIP in Outlook App
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Versand mit Outlook App:

Empfang in Gmail Web:

Empfang mit Outlook App:



Office Message Encryption (Outlook Web)
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Office Message Encryption (Outlook Web)
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AIP Windows Client
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AIP in Office Online

▪ Microsoft Roadmap:
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https://www.microsoft.com/de-de/microsoft-365/roadmap

https://www.microsoft.com/de-de/microsoft-365/roadmap


ISO Audit Reports(ISO)
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https://servicetrust.microsoft.com



Office 365 Audit Reports (PCI DSS)
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https://servicetrust.microsoft.com
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