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Our aim is to ...

... empower citizens by providing government-trusted
electronic ID solutions built around the safeguarding and

self-sovereignty of personal data.
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Our partner network

-
Government relations

Swiss Confederation
Blockchain Taskforce

Government of Schaffhausen
e-Government Taskforce

European Parlament
Blockchain Expert Group
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Problems with current digital identity systems

&)

Not user-friendly Expensive for users

(0)

Missing ecosystem Lack of trust and security
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A solution to build trust in government
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Digital identity
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Efficiency gains \

Governments and citizens can save
time and money.

Economic growth

Lower cost of doing business
increases GDP growth and individual
welfare.

Improved services
Governments can identify citizens'
needs more easily and deliver better
services.

Lower security

risks and corruption

Reduces risk of fraud in digital
transactions. Traceability reduces risk
of corruption.

Unlock full

human potential
Efficient services allow
citizens to unlock their full
potential.

Legitimacy

Responsiveness to citizens’

needs enhances their trust in

government.
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Our elD+ 1s ...
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profile e i a modern digital
‘. identity platform
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PERSONAL DETAILS

API

Firstname Danielle

II"III'III

.

Name Rochat

Birthday 4/4/1983

open with APIs for
innovation

Gender female

Nationality ~ Switzerland

Q o 0 & o o

Place of birth Lausanne
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e | O
Intuitive and user-
friendly

mobile phone
based

Government-
approved

9

Blockchain-
secured

...ahd enables

Trusted interactions between citizens,
government and third parties

%

Import and export and sign official
documents

Full control over access to your
data
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Our elD+ powers ...

e-health [ ]

e-banking & KYC

e-signature

e-commerce

b

e-license & certificate
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Profile
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e-visa
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e-social welfare
e-registry
ooo
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e-voting
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elD+ advantages

APPROVED s F
9, 9

Government tested

Cost-effective and
and deployed

easily deployed

\d

] Citizen-centric (data
Mobile phone based

control)

Blockchain-secured Open APIs for innovation

API

l'ul'ul

And most importantly

Born and built in
Switzerland
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Pilot Client Canton of Schaffhausen

o o iF3 -é" - _é_"
Trusted interaction % - E -
between C]tlzens and elD+ selected elD+ pilot launched elD+ v.1 deployed elD+ for private sector
gove rn m e n t July 2017 December 2017 May 2018 Q4 2018

> The Swiss Canton of
Schaffhausen selected
elD+ as foundation for its
e-government services.

Download and Open eGov page and Access 40+ e-
authenticate scan QR code government services
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Schaffhausen elD+ App

Secure Mobile App Digital Identity External Acces (QR-Code)

Profil
FILBILE
(N
m
ICHE DATEN
Titus Philip
Fleck

13.01.1983
Geschlecht ménnlich
Nationalitat Schweiz

' Heimatort Schaffhausen

Rhieinfallweg
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Profil Bearbeiten

Willkommen bei der
eGov Box Schaffhausen

Keine elD+? m

_":_,) It
Falls Sie noch keine elD+ besitzen, o
kénnen Sie sich mit dem bestehenden

Anmeldung mit elD+ < :
& Login an der eGov Box anmelden

Vorname Thomas Friedrich Albert @

oder sich dafur registrieren.

Name Messerli V]

Verfligen Sie Uiber die elD+? Melden

Sie sich hier an. Geburtstag 28.04.1957 ©
zZur eGov Box
Geschlecht mannlich (V]
Login

Nationalitat Schweiz ]

Heimatort Kaufdorf BE V]

Strasse Schwanenfelsstrasse
Hausnummer 8
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: . r)))
Automatic personal data transmission
Dienstleistungen v Q ﬂm&

Through open API, online - L L :
services can directly B vt \
access citizen data o e
> No manual entry of data 2

anymore
> Fully user controlled

(field-by-field)
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Rohingya Project

Access to banking

Sl @
. S .
services for the .o G @ |
ROh] ngya d]aS pO ra MoU elD+ Pilot Access to Scale up to Saudi
signed in Malaysia financial services Arabia
April 2018 Q1 2019 Q2 2019 Q4 2019
Rohingya Project to create
a digital identity platform
for Rohingya diaspora. = O
Y©
> Onboarded Rohingyas can
5 step verification |ldentity Issuance Access to
use the elD+ for KYC at process financial services

partner banks.
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elD+ Version 2

Additional functionality to deliver
the “world’s most secure elD app”

> Legally binding digital signing

Verification

> Al-assisted two factor authentication Service Provider

Progr. language: JAVA
Functionalities: Web
interface to issue / revoke

> |D blockchain integration (optional)
> Seamless integration into more Procivis

e-government services (namely E-voting+

- see overleaf)

elD + App

Runs on: i0S & Android
Progr. language: Native React
Security: Two-factor authentication and 2"¢ generation biometrics*

Request elD+ login Functionalities:
and attributes + Secure and trusted identification of user
= + Managing personal data

+ Document management (criminal record, driver's license, ...)
+ Qualified signature

=38 e

¥
Confirm login &
access verified attributes " .
Backend 3rd Party Application(s)
> Identity Provider (IDP) > Type: App or website
- i Progr. language: Agnostic

Host: Server or Cloud 2 .
Verify and confirm Progr. language: JAVA Request elD+ login Wentity standard: OpeniD connect

identity attributes and attributes

P> Google Play

Verifies whether 4+ | Datais time-stamped, hashed,
data has not been digitally signed and added to
altered | . the blockchain

“ All the data is stored on the user device and a hash fs stored on the
blockchain for later verification.

Blockchain ** The recommended identity pratocol is the Ethereum based

ERC725/735. It can run on the public Ethereurn network or a private
Pratocol & standards: instance. This architecture enable all use-cases requiring digital
Sovrin, ERC725, ERC735™ identities (e-KYC, e-voting, e-Signing, etc... ).
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eDocs+

> Official government documents accessible via and
storeable in elD+ eSafe

> Blockchain based proofs for official government
documents (timestamping)

> Validation service to authenticate all official
documents
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Project VETRI

> elD+ plus personal data marketplace

> Key difference to elD+: self-sovereign!

> Allows the VETRI users to monetize their personal data
> Project is funded through the ITO

> Strong delivery partnership with Creative Dock
(40+ project team)

> VETRI Foundation (non-profit) to take over once
development is complete - 100% proceeds to users!
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A4 University of
g Zurich™

eVoting+

> Blockchain based E-voting to enable secure,
anonymized digital voting - in collaboration with
University of Zurich

> Research project focuses on a holistic approach to
our democratic process to prevent fake
information, voter manipulation and hacking of
votes - all thanks to blockchain technology

20
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Daniel Gasteiger —|  Phone Web
. . . - +41 78 686 48 19 https://www.procivis.ch
Founder and Chief Executive Officer P P
Twitter Address
@ProcivisAG | | | | Procivis AG, Bahnhofstrasse 3, CH-8001 Ziirich
Visit us @
M| Email TRUST
gasteiger@procivis.ch SQUARE
MADE



