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WIE FUNKTIONIEREN DIE
ANGRIFFE DER NSA?



Quelle: Wikipedia

Angriff ber Zufallsgeneratoren: Was ist passiert?

« RSA BSAFE is a FIPS 140-2 validated cryptography
library offered by RSA Security.

* From 2004 to 2013 the default random number
generator in the library contained a backdoor from the
American National Security Agency, as part of NSA's
secret Bullrun program.



Warum Angriff Uber Random-Generatoren?

« Zufallszahlen werden flr die Erzeugung von
Schlisseln bendtigt.

— Symetrische Schlissel
— Asymetrische Schltssel

 Der RG kann einfach kompromittiert werden
— 2.B. via Seed

 EIn schlechter Seed kann durch Tests an den
erzeugten Zufallszahlen nicht nachgewiesen
werden.



Public-Key-Systeme

(asymmetrische Systeme)
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Erzeugung von asymmetrischen Keys
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Hybride Verschllsselungsverfahren

Quelle: Wikipedia
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Das Beispiel SSL

@

y/a

Client Server

generate client random
Client Hello (client random number)

generate server random

Server hello (algorithm, server random number)

Server certificate

- verify certificate
- generate pre-master secret
- enrypt pre-master secret with

server key
Encrypted pre-master secret
Session Key=f(client random, server Session key=f(client random, server
random, pre-master secret) random, pre-master secret)

Encrypted data
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Wie macht man Zufallszahlen

Characteristic

Pseudo-Random

True Random Number

Number Generators Generators
Efficiency Excellent Poor
Determinism Determinstic Nondeterministic
Periodicity Periodic Aperiodic

Seed Input

RG-Status

Fortsetzungs-
Funktion
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Random-Generator in OpenSSL

* OpenSSL bietet eine Schnittstelle um den
Random-Generator zu ersetzen.

« Default Random-Generator:
— Fortsetzung-Funktion basierend auf MD5

— Automatischer ‘seed’ abhangig von der Plattform:

« Unix/Linux
— /dev/urandom
— Prozess-ID, User-ID, System-info
« Windows
— GryptGenRandom (Microsoft Crypto API)



Warum Angriff Uber Random-Generatoren?

TOUR OF ACCOUNTING |§ il ame
mE NINE NINE | vou THAT'S THE
OVER HERE F NINE NINE i sure PROBLEM
WE HAVE OUR i NINE NINE 5| THATS WITH Rm-
RANDOM NUMBER |§ | RANDOM?  DOMNESS
: YOU CAN
GENERATOR.. k
E 3 L s NEVER BE
2 5
t -
2 g
.- %
s ]

10.9.2014



Random-Generator Test Tools

NIST: statistical test suite
— http://csrc.nist.gov/rng/

« DIEHARD test suite
— http://www.stat.fsu.edu/pub/diehard/

« Beide Suiten sind Implementationen der selben Tests

« Der Random-Generator wird als gut betrachtet bel
einem Test Resultat >0 und < 1


http://csrc.nist.gov/rng/
http://www.stat.fsu.edu/pub/diehard/

Anpassungen am OpenSSL RG

Seed Input
(time)

RG-Status

Fortsetzungs-
Funktion
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Test Resultate DIEHARD Test Suite

Birthday Spacing Test

Overlapping 5-Permutation Test
Binary Rank Test (32x32 matrices)
Bitstream Test

Count-the-1's Test (on stream of bytes)
Parking Lot Test

Minimum Distance Test

3D Spheres Test

Overlapping Sums Test

Craps Test
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0.387
0.328
0.985
0.548
0.316
0.752
0.449
0.196
0.110
0.754

Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
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arwdE

Demo-Aufbau @

Client

Angreifer

o

SSL Connection

Schlisselerzeugung mit modifizierten OpenSSL

SSL-Verbindungen vom Browser zum Web-Server

Verkehr wird durch den Angreifer aufgezeichnet
Der verwendete Schlussel wird gesucht

Verkehr kann entschliisselt werden
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Demo (3): Aufzeichnen der verschlisselten Verbindung

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eeodamys BNXRXE Aes»a T LIEE Q

Qaen @®msx 8

10 0.014249000 10.20.30. 87 62.2.156. 87 TCP 54
. 047120000 37 ]

12 0.048695000 62.2.156. 87 10.20.30. 87 TLSV1. 2 331
13 0.048753000 10.20.30.87 62.2.156. 87 TCP 54
| 14 5.054896000 62.2.156. 87 10.20.30.87 TLSV1. 2 123

16 5.054967000 10.20.30.87 62.2.156. 87 TCP 54

Filter: | |Z| Expression... Clear Apply Save
No.  Time Source Destination Protocol  Length  Info
3 0.002635000 10.20.30.87 62.2.156. 87 TCP 54 spw-dialer—-https [ack] Seq=1 Ack=l win=63536 Len=0
4 0.009936000 10.20.30.87 62.2.156. 87 TLSv1. 2 231 client Hello
5 0.010966000 62.2.156. 87 10.20.30. 87 TCP 60 https—-spw-dialer [ACK] Seq=1 Ack=178 win=13672 Len=0
6 0.011926000 62.2.156. 87 10.20.30. 87 TLSV1. 2 845 server Hello, certificate, server Hello Done
7 0.011976000 10.20.30. 87 62.2.156. 87 TCP 54 spw-dialer-https [ACK] Seq=178 Ack=792 win=64768 Len=0
8 0.012527000 10.20.30. 87 62.2.156. 87 TLSW1. 2 284 client key Exchange, change Cipher Spec, Encrypted Handshake Message
9 0.014202000 62.2.156. 87 10.20.30. 87 TLSW1.2 145 change Cipher Spec, Encrypted Handshake Message
spw-dialer~https [ACK] Seq=408 Ack=883 wWin=64768 Len=0

Application Data

Application Data

spw-dialer~https [ACK] Seq=829 Ack=1160 win=64512 Len=0
Encrypted Alert

spw-dialer~https [ACK] 5eq=829 Ack=1230 Win=64256 Len=0

4 L]

E Frame 11: 475 bytes on wire (3800 bits), 475 bytes captured (3800 bits) on interface 1

= Ethernet II, Src: 12:12:12:12:12:12 (12:12:12:12:12:12), Dst: 50:67:f0:21:f8:df (50:67:Ff0:21:f8:df)

# Internet Protocol Version 4, Src: 10.20.30.87 (10.20.30.87), Dst: 62.2.156.87 (62.2.156.87)

# Transmission Control Protocol, Src Port: spw-dialer (3796), Dst Port: https (443), Seq: 408, Ack: 883, Len: 421

[ Secure Sockets Layer
= TL5v1.2 Record Layer: Application Data Protocol: http
Content Type: application Data (23)
version: TLS 1.2 (0x0303)
Length: 416

Encrypted Application Data: 95b24fedla3bbdd352443b177cdfdaafe3738e6340a685e4. ..

3
1
6

m
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Demo (5): Entschllisselung mit gefundenem Schlissel

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BoXx@ aesaTF I IEFaaan #B® % &

|E|EI(PH55_IDI1... Clear Apply Save

Source Destination Protocol  Length  Info
0.002635000 0.20.30.8 .2.156.8 TCP 54 spw-dialer-https [ACK] Seq=1 Ack=1 Win=65536 Len=0
0.009936000 0.20.30. 8? 62 2.156. 3? TLSv1. 2 231 client Hello
5 0.010966000 62. 2.156. 87 10.20. 30. 87 TCP 60 https-+spw-dialer [Ack] Seg=1 Ack=178 win=15672 Len=0
6 0.011926000 62.2.156. 87 10.20.30.87 TLSV1.2 845 server Hello, Certificate, Server Hello Done
7 0.011976000 10.20.30.87 62.2.156.87 TCP 54 spw-dialer-https [ACK] S5eg=178 Ack=792 Win=064768 Len=0
8 0.012527000 10.20. 30. 87 62.2.156. 87 TLSV1. 2 284 Client Key Exchange, Change Cipher Spec, Finished
9 0.014202000 62.2.156. 87 10.20.30.87 TLSV1. 2 145 change cipher spec, Finished
10 0.014249000 10.20. 30. 87 62.2.156. 87 TCP 54 spw-dialer-https [ACK] Seq=408 Ack=883 win=64768 Len=0
. 047120000 c . B7 ofc 6. 87 475 GET /demo2014/ HTTP/1.1
12 0.048695000 62.2. 156. 87 10.20.30.87 HTTP 331 HTTP/1.1 304 Not Modified
13 0.048753000 10.20.30.87 62.2.156. 87 TCP 54 spw-dialer-https [AcK] Seq=829 Ack=1160 win=64512 Len=0
14 5.054896000 62.2.156. 87 10.20.30.87 TLSVL. 2 123 Alert (Level: warning, Description: Close Notify)
[ 155.054898000  62.2.156.87  10.20.30.87  TCP 60 https-spw-dialer [FIN, ACK] 5eq=1229 Ack=829 win=17816 Ler=0 |
16 5.054967000 10.20.30.87 62.2.156.87 TCP 54 spw-dialer-https [ACK] S5eg=829 Ack=1230 win=64256 Len=0
< m | 3
# Frame 11: 475 bytes on wire (3800 bits), 475 bytes captured (3800 bits) on interface 1 -
& Ethernet II, Src: 12:12:12:12:12:12 (12:12:12:12:12:12), Dst: 50:67:f0:21:f8:df (50:67:f0:21:f8:df)
# Internet Protocol Version 4, Src: 10.20.30.87 (10.20.30.87), Dst: 62.2.156.87 (62.2.156.87)
# Transmission Control Protocol, Src Port: spw-dialer (3796), Dst Port: https (443), Seq: 408, ack: 883, Len: 421
| = secure Sockets Layer
@ TLSv1.2 Record Layer: Application Data Protocol: http
=]

Hypertext Transfer pProtecol
(GET /demo2014/ HTTR/L.1\r\n
= [expert Info (chat/sequence): GET /demo2014,/ HTTP/1.1%r%n]
[GET /demo2014/ HTTP/L.1%r'n]
[severity level: Chat]
[Group: Sequence]
request Method: GET
Request URI: /demo2014/
Request Version: HTTP/1.1

Accept: text/html, application/xhtml+xml, =/*\rn -
0000 50 67 fO 21 f8 df 12 12 12 12 12 12 08 00 45 00 [ E. I
0010 01 cd 06 a9 40 00 80 06 OO0 00 Oa 14 1le 57 3e 02 P - T W (==}
0020 9¢ 57 Oe d4 OL bb 7d OF fe 79 €2 26 fe 23 50 18  .W....}. .y.&n#P. -

Frame (475 bytes) | Decrypted S5L data (357 bytes)
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