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Cnalab activities by volume

[0 technology

38% @ application

@ security
assessments
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engineering
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Pretty Good Privacy (PGP)

e Strong encryption and signhatures

e U.S. export restrictions
o production byenlab software AG
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Internet LiveCam *

* Snapshot or video

e position and zoom
control via internet

e additional services

http://www.cnlab.ch/livecam/ I
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Theorie: VPN
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VPN mit | PSec-Produkten

End-to-Server

End-to-Gateway

End-to-end

27.10.99

Checkpoint
PGP/Gauntlet
Utimaco

DataFellows
PGP
Win2000

Site-to-gite
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Cisco
Checkpoint
Gauntlet
Utimaco
Win2000

Checkpoint
PGP/Gauntl et
DataFellows
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Theorie: |PSec
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Security Architecture for the
Internet Protocol (IPSec)

|PSec
| mplementation
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| PSec Status

e |[ETF Internet Drafts Juli 1998

e |st Tell von IPv6, kann aber auch in IPv4
eingesetzt werden.

* Implementiert in Windows NT 5.0 zur
sicheren Ubertragung von L2TP

* Implementiert in Firewalls, Routern und
Network Access Servern
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|PSec: Transport Mode

Host w Host

IP
|IPSec

_ verschliisselt
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|PSec: Tunnel Mode

_ verschliisselt
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| PSec Protokolle (giewichtigsten Standards)

| P Authentication Header (AH) RFC 1826

e connectionless integrity

e (data origin authentication

Encapsulating Security Payload protocol (EBPY 1827
« confidentiality

Internet Key Exchange (IKERFC 2409

e SchlUsselvereinbarung,

e Security Associations

27.10.99 14
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Z.B. PGPnet

| P Authentication Header (AH) RFC 1826
e connectionless integrity

e (data origin authentication
Encapsulating Security Payload protocol (EBPY 1827
« confidentiality

Internet Key Exchange (IKERFC 2409

e SchlUsselvereinbarung,
e Security Associations
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Wie sicher ist ,128 Bit“ ?

XcCAcch5sadAdaswaccGfddv456adacrlaf..4345m......

Versuch dle
maoglichen | > D
Schlussel

v

unit for 40 bit for 56 bit for 128 bit nof keys per sec
hour 2.78E-01 2.78E+03 2.78E+24 1.00E+10
day 1.16E-02 1.16E+02 1.16E+23
year 3.17E-05 3.17E-01 3.17E+20 age ofthe universe
/\ 1.00E+11 years
~EXport* SSL DES PGP "

27.10.9 MS Windows




cnlab

information technology research

27.10.99 17



cnlab

information technology research

a9

PGPnet Policies

HE|

PGP Options

Generall Filez I E il I Hotkeys Servers | Lo I .-’-'-.dvanu:edl

Server | Damain | Listed Hew |
B ildap:{/certserver.pgp.com ) e}
B httpe/fpgpkeys. mit edu 1137 ) a3 HETEYE |
B} |dap:/fcertservercnlab.ch ) e} Edit
Edli |
£ PGPnet O]
File  ‘iew Help
Statgsl Log Hoztz |
M arne | Address | Subnet | Authentication | SA |
[7 I BTET EE G0 SERiET Vg s — crilab intemal network 195651290 2552552550 O
[T Enciypting ko unke
[ Signing keys
[T adding names/phal
4% PGPkeys M= 3
File Edit “iew FEeys Server Gmoups Help
— PGPnet Eﬁxﬂﬁ|oﬁi§‘!|@.
0  Of Kz | W alidity | Size Dezcription |
@ crlab software ag <zoftware@cnlab.c. .. o] 40961024 DH/DSS public key
| tatus - O | r @ @ Damon Gallaty <dgal@pgp. coms 2 30721024 DH/DSS public key J
SLas - UN. USEMIRO0CHON | = = D ave Del Torto <ddi@pap.coms & 4096/1024  DH/DSS public key
&= Dave Heller <dheller@pop. coms & 20481024 DH/DSS public key
@ Dean Stockwel <dean_stockwel@nai.... e 2043/1024  DH/DSS public key
= [ Young <diEpgp.com: e 20481024 DH/DSS public key
@ Hugo walker <hugo.walten@credit-suiss... o] 20481024 DH/DSS public key
%= Jan Schultheizs <Jan.Schultheizz@ubs. .. @ 1024 RSA public key
&= Jazon Bobier <jasont@pop.coms e 206941024 DH/DSS public key
27' 10'99 P 3 = P {0 O [T | IR {7 = Yy ST ANAD MO LIS T bkl s
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Win2000:

Die VPN-LOsung ?

WIin2000 Server:
WI1n2000 Professional:

Tunnel

Virtual Private Netwaorl

/‘f\j
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Dial-up
tunnel client
Host &

Gateway
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NT5.0 Server —
- policy
NT5.0 Workstal On Policy Agent
policy policy policy
Local ISAKMP/
“"""i Cakley
b
Server i -
weh TV Metwark apphcation
Clients
Port 50/00P
*E\‘ii TCPAIDP
- Transport Laver
Secure File ! g
Looess
|IF'SEC Driver
Intranet Intranet
= ffw=4ﬂ’“ﬁbu\ o
-3 L2TP Tunnel -~
Intranet Intranet
Hosts ) Internet ) Hosts
router in router in
Wwashington Mew York
Wirtual Private MNetwork
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Anwendungen und Policies

i g
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y
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PKI

PKI Integration -~
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Adressierung und Remote Access

195.28.226.5

SRC: 195.65.129.8 -> 10.1.1.8

19
195.65.129.8 528226\A DST: 195.28.226.5 -> 10.99.0.5

)

[ £ 3
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— =

=

i
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10.99.0.5

ﬂﬂﬂﬂﬂﬂﬂ

Default Gateway
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VPN Zusammenfassung

e Grosse Flexibilitat.
e Hohe Sicherheit

e Viele Produkte heute
erhaltlich.

o Kompatibel mit
Standard-PKI.

e |PSec ist gute fundiert.

o Kleine Netze erprobt

o Kaum Erfahrung mit
grossen Netzen

e Technisch nicht trivial be

Komplexen Netzen

e PKIs sind noch nicht
pereit.
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Prognose
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