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Chat: Personal IAM

» Erstellen Sie dazu eine Liste mit folgenden
Eintragen fur alle Anwendungen, zu denen Sie
persdnliche Zugangsrechte haben:

— Nummer (nummerieren Sie die Eintrage)

— Anwendungskennung (Name)

— ldentifikation (Benutzername)

— Authentifikation (Passwort)

— Kommentar zum Risiko (Schutzbedarf)

— Kommentar zum Provisioning (Administration)
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Why Single Sign-On (SSO)

Security Officer: Sysadmins: less

improved security _»;; ' 5 iy, user admin workload

Compliance Officer:
better tracability

User: fewer
passwords and login
prompts

Data about helpdesk workload and cost seems to be rather unreliable
AGartner Group: 20$ each call for passwarset

APriceWaterhous€oopers: 40% of all helpdesk calls are password related. Password handling co
210$ per user angear

ADerek Brink (RSA): Claimed 380% of all helpdesk calls passwenelated. 80$ penelpdesicall.
ACompagq: 30% of all helpdesk calls are password relate@s$er call.
AMorgan Keegan & Co.: 235% of helpdesk calls password related.-200$ per useandyear

AForrester Research: 808bhelpdeskcallsarepassworerelated
Singlesign-on systemsould enablea companyto reduceits helpdesky 40% savingsof nearly$4.4
million for companywith 20'000users

ABurton Group (Enterprise SingRign-On: Access Gatewayp Applications i $chactér22
September 200%Eachcall to an IT-helpdeskcostsbetweers25 and $50, antypically 35%to 50%
of helpdeskcallsin anorganizatiorarepasswordelated

AIT_Sec Mit der Einfiihrung voriT_SEC_signomreduzierten sich dipassworbasierterHelpdesk
Callssignifikanti v o n 8 6 6 0 ezdyansnsauf 350 PIN bezogene Helpdeéshtsp er 1006
Mitarbeiter pro Monat. >>> Das wirde aber bedeuten, dass 86% der Mitarbeiter einmal pro Mona
den Helpdesk anrufen wegen PassviRydblemen, was eher unwahrscheinlich ist!

A Analyses have shown that 30% of calls to a Help desk concern a loss of identifier or a passworc
problem



ASingle sigron (SSO)is a specialized form of authentication that enables a
user to authenticate once and gain access to the resources of multiple software
systems.

AEnterprise Reduced SigrOn consolidates the multiple sigims required by
individual applications to reduce employees' password and user ID
combinations. The termnterprise reduced sigron (ESSO)is preferred by
some authors because they believe singlesigto be a misnomer: "no one
can achieve it without an homogeneous IT infrastructure.

Aweb single sigron (WSSO),also called Web access management (Web
AM), works strictly with applications and resources accessed with a web
browser. Access to web resources is intercepted, either using a web proxy
server or by installing a component on each targeted web server.
Unauthenticated users who attempt to access a resource are diverted to an
authentication service, and returned only after a successfubsigbookies

are most often used to track user authentication state, and thR8 3@&b
infrastructure extracts user identification information from these cookies,
passing it into each web resource.

Arhe termreduced single sigron (RSO)is sometimes used for single sign
solutions based on passwords because passwords provide the least secure
authentication mechanism.



